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1. The threat

Terrorists have used false identities when planning attacks. Terrorist and criminal organisations are
able to print false passports and other identity documents, which can be used to enter the UK
illegally, obtain employment, banking, housing, access to sites and hire vehicles for unlawful

purposes.

2. ldentity document fraud

Identity document fraud can be conducted in a number of ways. Most cases of identity document
misuse relate to passport fraud.



Here are three ways in which identity fraud can be conducted using documents:

where the holder of the document may look
like the rightful owner

A Counterfeit a document made from scratch

Forgery a genuine document which has been altered

2.1 Imposters

This is the simplest type of document fraud, where the ‘holder’ is simply a look-a-like, and the
document is often not altered at all.

2.2 Counterfeits

A counterfeit document is usually made from scratch to resemble an officially issued document. The
quality of counterfeits can vary greatly and high-quality counterfeits can be difficult to identify.

2.3 Forgeries

A forged document is a genuine document which has been altered for a criminal purpose. Altering
photographs and personal details are common examples, but pages, visas and stamps may also be
forged.

3. Document verification



Document verification is the process of making sure that documents presented are genuine and that
the holder is the rightful owner. It is also an integral part of the pre-employment screening process.
Staff responsible for checking documents should be provided with the knowledge and tools needed to
confirm their authenticity, and identify basic forgeries. It is important that your document verification
processes are integrated within the wider pre-employment screening policies.

4. Training

You should consider the training needs of staff who check documents, specifically:

¢ how much knowledge/experience do they already have?
e what sort of training might they require?
¢ how frequently should this training be refreshed?

5. Document checking

It is essential that all documents are examined thoroughly. To guard against identity fraud and
forgery, the document verification process should be explained to all applicants as part of the
recruitment process, highlighting which documents are requested and why. It is important to outline
how important document verification is to your organisation and that you will seek to confirm the

authenticity of relevant documentation.

Application processes must make it clear that applicants who cannot provide the required
documentation will not be employed (except for cases where a reasonable explanation can be
provided), particularly where their right to work in the UK must be verified.

For more detailed information please refer to the Home Office Guidance on examining identity
documents (accessible) - GOV.UK (www.gov.uk)
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https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fpublications%2Frecognising-fraudulent-identity-documents%2Fguidance-on-examining-identity-documents-accessible&data=05%7C02%7CAmritbir.Shahi%40met.police.uk%7C9bed30e7f4a14f2e7b2208dc8bb5820e%7Cf3ee2a7e72354d28ab42617c4c17f0c1%7C0%7C0%7C638538859073463128%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=4jD6yXBGWF%2BUFzuIv4S0RKaKVAg3S3jUL8vUfi7rFXk%3D&reserved=0
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